Enterprise Vault Configurations
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Firewall Ports

Departments should allow incoming communications from the following Enterprise
Vault servers (EVServers) on the following ports and protocols:

EVClients EVServers TCP 80, 443,

<Department Subnet> 10.80.16.73, 10.80.16.74, 445
10.80.16.75, 10.80.16.76

Verify the DNS is up-to-date:

Use ‘nslookup’ to verify that you can resolve the Enterprise Vault server names from you
department’s subnet:

If you do not resolve correctly you should add a GP for Trusted Intranet Sites:

Evserver01.vsms.state.vt.us
Evserver02.vsms.state.vt.us
e Evserver03.vsms.state.vt.us

If you are running clients in Citrix, install the EV client and make sure you copy
outlbvs.dll to the officelx folder. the installer skips that file when running MS Office
setup on a terminal server.

Check the following names (NON_FQDN - they should resolve as
‘evserverXX.state.vt.us’):

e evserverQl

e evserver()2

e evserver03

Group Policy to Roll Out the Client:
DII highly recommends that you roll the EV client out to your customers using Group
Policy. Use the instructions below as a guide to setting up the EV client GP in your

domain:

We’ve applied this Group Policy in VSMS as follows:
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The EV client is available for download here:
http://dii.vermont.gov/DII _Divisions/Server/email/Vault

Everyone will have to reboot for the Group Policy to take place and install the software.

Turn Off Auto Archive in Outlook (all versions):

DII also recommends disabling Auto Archiving for Outlook through a Group Policy
setting.

We’ve applied this Group Policy in VSMS as follows:
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*NOTE: You’ll need to download the Administrative templates in order to apply Office
Group Policies. You can download them here:
http://www.microsoft.com/downloads/details.aspx ?FamilyID=92759d4b-7112-4b6c¢-
ad4a-bbf3802a5c9b&displaylang=en




